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Personal data processed for any purpose or purposes shall not be kept for longer than
is necessary for that purpose or purposes. Time limits should be established by the
controller for erasure or for periodic review.

— Regulation (EU) 2016/679 of the European Parliament and of the
Council, 27 April 2016

About CGOC

CGOC (Compliance, Governance and Oversight Council) is a forum of over 3,400 legal, I'T, privacy, security, records
and information management professionals from corporations and government agencies. CGOC publishes reference
guides and articles and conducts primary research. Its Benchmark Reports have been cited in numerous legal opinions
and briefs and its ILG Leaders Guide has been widely referenced and adopted by organizations. CGOC members
convene in small working groups, regional meetings and its annual strategy summit to discuss information governance
and economics, eDiscovery, data disposal, retention, and privacy. CGOC has been advancing governance practices and

driving thought leadership since 2004. For more information go to www.cgoc.com.
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Improving Information Economics and Defensible Disposal

of Unnecessary Data

Improving information economics is imperative for most organizations. As information volume rises rapidly, business
users face greater challenges to extract value, I'T costs for basic infrastructure rise beyond budgets and legal risks and
cost increase as well. To make way for new and more useful information, ensure businesses get value from data, control

IT and legal costs and lower risk and exposure, companies should dispose of unnecessary data debris.
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As information ages, its value declines. Unfortunately, the cost to manage it is relatively constant and eDiscovery costs
and risks rise with time. When information is no longer needed, information “supply” exceeds information “demand”.
This creates a widening gap between the value the information provides an organization and its cost and risk. Closing
these gaps is important to legal, I'T] security, privacy and business stakeholders. When processes and stakeholders are
siloed and operate without a high degree of interlock and transparency, it is very difficult to tie actual need for

information (demand) with information assets (supply).

1 IBM Marketing Cloud Report “10 Key Marketing Trends For 2017”
2 Report from Rand Institute for Civil Justice
3 Benchmark research sponsored by IBM independently conducted by Ponemon Institute LLC June 2016
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Three critical inflection points in information lifecycle drive value, cost and risk:
1. Analytics to maximize value as context erodes

2. Archiving and tiering to ensure cost declines as value declines

3. Disposal to ensure that when need is gone, there is no remaining cost or risk

Information lifecycle governance improves information economics for business, legal & I'T
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"To improve information economics and enable defensible disposal of data debris, organizations need to understand and
optimize twenty-two processes that determine information value, cost and risk. An organization’s process capabilities
and maturity determine its ability to understand and extract information value, align cost to value over time, minimize

information and legal risk and lower total I'T and legal costs.

This CGOC practitioners model helps organizations understand and assess their process capabilities and
current process risks; tools like the ILG Leaders Guide provide a roadmap to optimizing processes to improve

information economics.
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